Development of VARMINT Workflow and Accountability

Case Study: DLSS and the Sasser Worm

On May 7, 2004 the Sasser worm infected DLSS. Three weeks after Microsoft announced a high threat level vulnerability and patch and one
week after widespread exploitation of the vulnerability began to circulate, the contractor, ACS, had yet to take any action.
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MS04-11 Announced

STAR Alert is sent out requesting report on strategy to mitigate
Response Received Estimating Mitigation w/ patch by 4/30
Sasser Worm Circulates and gains media attention / publicity
Regular Twice Weekly Alert Sent That Includes Sasser Advisory
Patch Management Process is requested of ACS
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